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Problem 



Developer Toil 
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“Getting a noise error from gRPC in fund-admin … is there a way to configure log level based on response 

codes? ” fund-admin 

“We have the same thing on CDS where sometimes we have an object not found or a permission denied, or some 

other status that means that the request failed, but it’s not necessarily an error or exception.” IAM 

“We also have the error issue for login/auth. We get a lot of noise because every UNAUTHENTICATED or 

FAILED_PRECONDITION is logged as an error in APM.” CDS 

“We are returning various gRPC status codes (non-ok) when users have invalid logins. This is causing a lot of noise 

in our DD logs since they are all showing as errors. It’s hard to parse through logs for meaningful errors we need to 

address because of the amount of error logs being generated from bad logins.” IAM 



Inconsistent Error Reporting 
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Unexpected Error: StatusCode.INTERNAL Expected Error: StatusCode.NOT_FOUND  



Effects 



Error Observability 
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flipper-server-main: APM Traces for March 22 - April 12 



Error Observability 
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Sentry Quota Expected Usage: Feb. 2022 



Developer Toil 

“We did set up a filter in our app to not send any of those 

[NOT_FOUNDs] to Senty, but it also prevents other error logs from 

going to Sentry that we might care about” - IS Engineer  



Solution - Customized Expected Status Codes 
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Client Side: Creating gRPC Channel 

Server Side: app.py 



Before - Datadog APM 
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Expected errors as ERROR in APM 

Actual errors as ERROR in APM 



After - Datadog APM 
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Expected errors as OK in APM 

Actual errors as ERROR in APM 



Before - Datadog Logging 
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ERROR Status 



After - Datadog Logging 
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INFO Status 



Sentry Configuration 
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Stakeholder Feedback 

“Huge shoutout to your team for working on this gRPC error stuff. This is 

exactly the kind of support I (and everyone in IS eng.) is looking for from 

platform teams!” - IS Engineer to Chris  



Future Considerations 

● Current release will be backwards compatible to test new error handling 

strategy and obtain feedback 

● In the future, a major release will be done with breaking changes 

○ Deprecate current Sentry interceptor  

○ Push Sentry configuration on service owners 

○ Rely mainly on logging for error reporting  
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